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BANCINSURE®

SUPPLEMENTAL UNDERWRITING QUESTIONNAIRE
FINANCIAL INSTITUTION BOND

COMPLETE THE FOLLOWING IF APPLYING FOR A FINANCIAL INSTITUTION BOND

Physical Security | Yes | No
1. What is the maximum amount of cash in an individual teller’s station?
2. lIsindividual teller's cash divided between two drawers?

If Yes:

a. amount in top drawer
b. amount in lower drawer

3. What is the maximum amount of cash on premises?

4. How is excess cash (vault cash) secured during business hours?

5. What is the maximum amount of cash transported by:
a. armored carrier
b. designated messenger
c. employee(s)

6. Is the bank currently providing or considering transporting cash and/or securities for customers?
If Yes, provide details.

7. What is the amount of indemnity provided to you by your armored carrier?

8. Are surveillance cameras positioned on all corridors, offices, entrances, exits, ATM’s teller
stations, safe and/or vault areas and drive through lanes?

9. Does the bank have a silent robbery alarm system?

10. Are there formal, written opening and closing procedures?

11. Do bank personnel regularly receive robbery training?

Teller Operations Yes No

Are there surprise counts of tellers’ cash and vault cash?

Are tellers’ cash drawers under the exclusive control of one employee?

Is vault cash under the exclusive control of one employee?

Are tellers trained on how to detect check kiting?

Do tellers regularly receive check fraud and forgery training?

o~ wWINE

Does the data processing system prohibit employees from posting transactions to their own
accounts?

~

Is there a written check cashing policy?

If Yes, does it:

a. establish individual teller check cashing authority?
b. address check holds?

c. address cashing checks for non-customers?

8. Do tellers contact businesses to verify the authenticity of large checks presented for deposit or
payment?
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Funds Transfer Yes No
1. Are there written agreements/disclosures with all customers requesting wire transfers?
2. Is identification required for all funds transfer requests including phone, fax, mail and other
electronic means or devices?
3. Are callbacks required for all phone, fax, mail and other electronic secured devices?
4. Does a person other than the person receiving the funds transfer request perform the callback?
5. Who reconciles all funds transfers?
How often?
New Account Procedures Yes No
1. Are there written, new account procedures?
2. Does the bank utilize any identity verification authentication services or tools?
3. Are ChexSystems and/or credit reports pulled on all new customers?
4. Are extended check holds placed on new accounts?
5. Does the bank allow customers to open new accounts electronically (on-line)?
If Yes, do customers fund the new account with a credit or debit card or by transferring funds
electronically?
Data Processing Yes No

1. Are access levels assigned by job function?

2. Are supervisory overrides required for critical transactions?

3. Does data processing system generate the following reports:
a. non-financial/maintenance transactions?
b. check kiting?
c. dormant/inactive accounts?

. Does every employee have their own user ID (no shared access)?

. Are passwords required for each user ID?

Is the ID locked out after 3 unsuccessful attempts?

Are access violations reported and reviewed by someone in a senior management capacity?

4
5
6. Are passwords set to expire at least every 60 days?
7
8
9

Is there any dial-up or remote access to the system?
If Yes, is such access protected with passwords or dial-backs?

10. Is the network protected by an intrusion detection system?

11. Is the system protected by a virus scanning system?

12. Is the system protected by automatic vulnerability assessments?

13. Does the home banking/audio response system block access after 3 failed attempts?

14. Does the bank validate on-line requests for large check withdrawals by direct contact with
depositors?
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Lending Yes No

1. Is there a formal, written loan policy?

2. Is the loan policy reviewed and approved annually by the board of directors?

3. Does the written loan policy:
a. define the types of loans granted and state the amount of each type as either a percentage of

loans or assets, or as a set dollar amount?

b. state the terms and rates?
c. define acceptable collateral?
d. establish aggregate credit lines per borrower?
e. specify individual lending personnel authority?
f. specify how exceptions to policy are to be handled?
g. specify guidelines for extensions, renewals, and refinancing?

4. s there a periodic review/audit of loan files to determine adherence to written policies and
procedures?

5. Is there an audit procedure in place to review new loan advances to test their legitimacy?

6. Are all employee loans approved by senior management?

7. Are all loans to management, officials and their family members approved by someone who is not
subordinate to the applicant?

8. Are all new and renewal loan applications and documents required to be signed in the presence of
a bank officer?

9. Are all data and collateral obtained in conjunction with loans verified as genuine before loan
proceeds are disbursed?

10. Is all negotiable collateral maintained under dual control?

11. Are any signed, blank notes maintained on premises kept under dual control?

12. Are loans made outside of the bank’s defined trade territory?
If yes, provide details.

13. Is the Board of Directors apprised of the delinquency status of the loan portfolio on a regular
basis?

THE UNDERSIGNED DECLARES THAT THE STATEMENTS SET FORTH HEREIN ARE TRUE. THE

UNDERSIGNED AGREES THAT IF THE INFORMATION SUPPLIED ON THIS APPLICATION CHANGES
BETWEEN THE DATE OF THIS APPLICATION AND THE EFFECTIVE DATE OF THE INSURANCE, HE/SHE
(UNDERSIGNED) WILL IMMEDIATELY NOTIFY THE INSURANCE COMPANY OF SUCH CHANGES, AND THE
COMPANY MAY WITHDRAW OR MODIFY ANY OUTSTANDING QUOTATIONS AND/OR AUTHORIZATION OR

AGREEMENT TO BIND INSURANCE.

Applicant:

By:

Signature and Title Date

Agency Name: Agency #:

Address:

City, State, Zip:
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